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H > 7)L - Windows Registry Key Existence Check

<CONTROL_LIST total="1">
<CONTROL>
<CHECK TYPE>Registry Key Existence</CHECK TYPE>
<IS_CONTROL_DISABLE><![CDATA[O]]></IS_CONTROL_DISABLE>
<CATEGORY>
<ID>3</ID>
<NAME><! [CDATA [Access Control Requirements]]></NAME>
</CATEGORY >
<SUB_CATEGORY>
<ID>1013</ID>
<NAME><! [CDATA [Authorizations (Multi-user ACL/role)]]></NAME>
</SUB_CATEGORY>
<STATEMENT><! [CDATA [Permissions set for the
'$SystemRoot%\system32\regedt32.exe' filel]></STATEMENT>
<CRITICALITY>
<LABEL><! [CDATA [SERIOUS] ] ></LABEL>
<VALUE>3</VALUE>
</CRITICALITY>
<COMMENT><! [CDATA [comment text]]s></COMMENT>
<IGNORE_ERROR>1</IGNORE_ERROR>
<SCAN PARAMETERS>
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<REG_HIVE><! [CDATA [HKEY CLASSES_ ROOT (HKCR)]]></REG_HIVE>
<REG_KEY><! [CDATA [SOFTWARE\MICROSOFT] ] ></REG_KEY>
<DATA TYPE>Boolean</DATA TYPE>
<DESCRIPTION><! [CDATA [The '%SystemRoot%\system32\regedt32.exe' executable
file launches a small program that runs the 'regedit.exe' program which is the
executable for the Windows Registry Editor that is used to import, export or delete
registry settings from a text (.REG) file. The Windows registry is a directory which
stores settings and options for the operating system. It also contains information and
settings for all the hardware, operating system software, most non-operating system
software, users and preferences of the system. A user with permissions to 'regedit.exe'
has access to all the registry information and the ability to set/delete/modify keys
from a text (.REG) file. Since this utility allows access to sensitive registry data,
permissions should be restricted to users requiring such privileged
access.]]></DESCRIPTION>
</SCAN_PARAMETERS>
<TECHNOLOGY LIST total="1">
<TECHNOLOGY >
<ID>18</ID>
<TECH_NAME><! [CDATA [Windows Vista]]></TECH NAME>
<RATIONALE><! [CDATA [The '%SystemRoot%\system32\regedt32.exe' executable
file launches a small program that runs the 'regedit.exe' program which is the
executable for the Windows Registry Editor that is used to import, export or delete
registry settings from a text (.REG) file. The Windows registry is a directory which
stores settings and options for the operating system. It also contains information and
settings for all the hardware, operating system software, most non-operating system
software, users and preferences of the system. A user with permissions to 'regedit.exe'
has access to all the registry information and the ability to set/delete/modify keys
from a text (.REG) file. Since this utility allows access to sensitive registry data,
permissions should be restricted to users requiring such privileged
access.]]></RATIONALE>
<DATAPOINT>
<CARDINALITY>no cd</CARDINALITY>
<OPERATOR>no op</OPERATOR>
<DEFAULT VALUES total="1">
<DEFAULT_VALUE>true</DEFAULT_VALUE>
</DEFAULT VALUES>
</DATAPOINT>
</TECHNOLOGY >
</TECHNOLOGY_LIST>
<REFERENCE_LIST>
<REFERENCE>
<REF_DESCRIPTION><! [CDATA [reference description]]></REF_DESCRIPTION>
<URL><! [CDATA [http://www.test.com/reference] ] ></URL>
</REFERENCE>
</REFERENCE_LIST>
</CONTROL>
</CONTROL_LIST>

+ > 7JL - Unix Directory Search Check

<CONTROL_LIST total="1">
<CONTROL>
<ID>100027</ID>
<UDC_ID>aac7a25a-67e9-7cal-838c-03e98981451f</UDC_ ID>
<CHECK_TYPE>Unix Directory Search Check</CHECK TYPE>
<IS CONTROL_DISABLE><! [CDATA[0]]></IS_ CONTROL DISABLE>

<CATEGORY >

<ID>3</ID>

<NAME><! [CDATA [Access Control Requirements]]></NAME>
</CATEGORY >
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<SUB_CATEGORY>
<ID>1010</1ID>
<NAME><! [CDATA [Account Creation/User Management]] ></NAME>
</SUB_CATEGORY>
<STATEMENT><! [CDATA [Directory Search—RHEL_Linux_UDC]]></STATEMENT>
<CRITICALITY>
<LABEL><! [CDATA [SERIOUS] ] ></LABEL>
<VALUE>3</VALUE>
</CRITICALITY>
<COMMENT>< ! [CDATA[] ] ></COMMENT >
<USE_AGENT ONLY>1</USE_AGENT ONLY>
<IGNORE_ERROR>O</IGNORE_ERROR>
<SCAN_ PARAMETERS>
<BASE_DIR><! [CDATA[/root/UDC/Test/*]]></BASE DIR>
<SHOULD DESCEND><! [CDATA [false]] ></SHOULD DESCEND>
<DEPTH_LIMIT><![CDATA[lO]]></DEPTH_LIMIT>
<FOLLOW_SYMLINK><1[CDATA[true]]></FOLLOW_SYMLINK>
<FILE NAME MATCH><! [CDATA[*.conf]]></FILE NAME MATCH>
<FILE NAME SKIP><! [CDATA[]]></FILE NAME SKIP>
<DIR NAME MATCH><! [CDATA[*]]></DIR NAME MATCH>
<DIR_NAME SKIP><![CDATA[]]></DIR_NAME SKIP>
<PERMISSIONS>
<SPECIAL>
<USER>any</USER>
<GROUP>any</GROUP>
<DELETION>any</DELETION>
</SPECIAL>
<USER>
<READ>any</READ>
<WRITE>any</WRITE>
<EXECUTE>any</EXECUTE>
</USER>
<GROUP>
<READ>any</READ>
<WRITE>any</WRITE>
<EXECUTE>any</EXECUTE>
</GROUP>
<OTHER>
<READ>any</READ>
<WRITE>any</WRITE>
<EXECUTE>any</EXECUTE>
</OTHER>
</PERMISSIONS>
<PERM_COND><! [CDATA[all]] ></PERM_COND>
<TYPE_MATCH><! [CDATA[d,f,1,p,b,c,s]]></TYPE MATCH>
<USER_OWNER><! [CDATA [Any User]]></USER_OWNER>
<GROUP_OWNER><![CDATA[Any Group]]></GROUP_OWNER>
<TIME_LIMIT><![CDATA[BOO]]></TIME_LIMIT>
<MATCH_LIMIT><![CDATA[256]]></MATCH_LIMIT>
<DATA TYPE>String List</DATA TYPE>
<DESCRIPTION><! [CDATA [Directory search check without giving any include
exclude directory path ]]></DESCRIPTION>
</SCAN_PARAMETERS>
<TECHNOLOGY_ LIST total="5">
<TECHNOLOGY >
<ID>35</ID>
<TECH_NAME><! [CDATA [AIX 6.X]]></TECH_NAME>
<RATIONALE><! [CDATA [Unix Directory Search ]]></RATIONALE>
<DATAPOINT>
<CARDINALITY>contains</CARDINALITY>
<OPERATOR>xre</OPERATOR>
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<DEFAULT VALUES total="1">
<DEFAULT_VALUE><![CDATA[*paSS*]]></DEFAULT_VALUE>
</DEFAULT_VALUES>
</DATAPOINT >
</TECHNOLOGY >
<TECHNOLOGY >
<ID>45</ID>
<TECH_NAME><! [CDATA[Red Hat Enterprise Linux 6.x]]></TECH NAME>
<RATIONALE><! [CDATA [Unix Directory Search ]]></RATIONALE>
<DATAPOINT>
<CARDINALITY>does not contain</CARDINALITY>
<OPERATOR>xre</OPERATOR>
<DEFAULT VALUES total="1">
<DEFAULT_VALUE><![CDATA[*paSS*]]></DEFAULT_VALUE>
</DEFAULT_VALUES>
</DATAPOINT >
</TECHNOLOGY >
<TECHNOLOGY >
<ID>52</ID>
<TECH_NAME><! [CDATA [AIX 7.X]]></TECH_NAME>
<RATIONALE><! [CDATA [Unix Directory Search ]]></RATIONALE>
<DATAPOINT>
<CARDINALITY>contains</CARDINALITY>
<OPERATOR>xre</OPERATOR>
<DEFAULT VALUES total="1">
<DEFAULT_VALUE><![CDATA[*paSS*]]></DEFAULT_VALUE>
</DEFAULT_VALUES>
</DATAPOINT >
</TECHNOLOGY >
<TECHNOLOGY >
<ID>80</ID>
<TECH_NAME><! [CDATA [CentOS 7.X]]></TECH_NAME>
<RATIONALE><! [CDATA [Unix Directory Search ]]></RATIONALE>
<DATAPOINT>
<CARDINALITY>does not contain</CARDINALITY>
<OPERATOR>xre</OPERATOR>
<DEFAULT_ VALUES total="1">
<DEFAULT_VALUE><![CDATA[*paSS*]]></DEFAULT_VALUE>
</DEFAULT_VALUES>
</DATAPOINT>
</TECHNOLOGY >
<TECHNOLOGY >
<ID>81</ID>
<TECH NAME><! [CDATA [Red Hat Enterprise Linux 7.X]]></TECH_NAME>
<RATIONALE><! [CDATA [Unix Directory Search ]]></RATIONALE>
<DATAPOINT>
<CARDINALITY>does not contain</CARDINALITY>
<OPERATOR>xre</OPERATOR>
<DEFAULT_VALUES total="1">
<DEFAULT_VALUE><![CDATA[*paSS*]]></DEFAULT_VALUE>
</DEFAULT_VALUES>
</DATAPOINT>
</TECHNOLOGY >
</TECHNOLOGY LIST>
<REFERENCE_LIST/>
</CONTROL>
</CONTROL_LIST>
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DIR_NAME_MATCH

(A7 ary) ARENZESNTT 4 L7 b 2XRRICEDFE T, Windows D
TUANKRI—REFEHLET, KK 1000 XFETANTEET,

DIR_NAME_SKIP

(A7 av) ZAEANZESWTT 4 L7 MU 22064 L E9, Windows
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(#42H) <WIN_BASIC PERMISSIONS> ¥ 7= 1%

<WIN_ADVANCED PERMISSIONS> |Z3%E SN2/ X— v g Db 7e<

Lhl DETY VNPT 0 ERET HITIE Tany) (F 74/ F) I
RELET, lall) ITRETDE, TR_XCON—I v arB—HTLH7 74

/W)Zfﬁiiﬁéﬂiﬁ“o

WIN_BASIC_PERMISSIONS

(WH) BEEITO 77 ANDERRRI—=I vy va Dty b, £X3—Iv 3
13 <WIN_BASIC_PERMISSION TYPE> Z{EH L CTHELET,

WIN BASIC PERMISSION TYPE

(W) HA/$—3 v 3> (Full Control | Modify | List Folder | Content |
Read & Execute | Write | Read),

WIN_ADVANCED_PERMISSIONS

(WE) BEZEITO 7 7ANVDIEESR—Ivrardky b, £3—Ivia
1L <WIN_ADVANCED PERMISSION TYPE> #fiH L CTHE L £,

WIN_ADVANCED_PERMISSION_TYPE

(#2H) $E9/3— 3 v =3 > (Full Control | Traverse Folder/Execute Files |
List Folder/Read Data | Read Attributes | Read Extended Attributes | Create
Files/Write Data | Create Folders/Append Data | Write Attributes | Write
Extended Attributes | Delete Sub-folders & Files | Delete | Read Permissions |

Change Permissions | Take Ownership) ,

AFx /37 A—% - Windows Group
Membership Check

F o I A THONBEDAS Y 3T A—2BBRLTLIETEN,

GROUP_NAME

W) A R—DV AN ATFTIR—IILTIV—T4,
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(WZH) Z DT N—TIZOWTRTRERDOR K (1 ~ 1000),
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AFE ¥ RT A—H - Windows
Directory Integrity Check

Frw I A TUMOUBEDAF v (T A—2 BB LT IEE N,

BASE_DIR

(W) ZOT 4 v 7 MU nLREPBGESNET (%7 Windows 71 L7
M THLIRERDY ), 74 L2 M)A, &K 1000 XFETANT
TET,

INTEGRITY_CHECK DEPTH LIMIT

(WAR) 5T 4V 7 FURBOFHERMLLE2ERLET, 4L 27 )27
YYDH (1), R=AF 4 L7 MY FTOHEHRL~L 2~15) OWFnnT
T, T 744 NI 10 T,

FILE NAME_MATCH

(T ay) BENCESWTT 7 A LV ERIBICEDET, Windows D U1 L
Kh—FR&EEALET, K255 LFFETAITEET,

FILE_NAME_SKIP

(A7 a ) BRNCESNT T 7 ANV BRI SRS L £, Windows D
TANRKI—REFERALET, BK255 XFETANTEET,

DIR_NAME_MATCH

(A7 vary) ARENZESNTT 4 L7 b E2XRIZEDFE T, Windows D
TUANRI—REFEHLET, KK 1000 XFETANTEET,

DIR_NAME_SKIP

(A7 av) AEANZESWTT 4 L7 MU 2L 64 LE9, Windows
DO IANRA—FREFHLET, &K 1000 XFETANTEET,

INTEGRITY_CHECK TIME LIMIT

() BesRIFRHIHIR (60 ~ 1800 #), 77 4 /b M 600 BT,

INTEGRITY_CHECK_MATCH_LIMIT

(WZH) R —E (1 ~2048), 77 4/L ME 512 T,

INTEGRITY_CHECK OBJECT TYPES

(7> ay) Z7ANVATIADF T2y WA TFHRIEELET  f GAR
T rAN),

DIGEST_HASH

(W) A V=2 ANOFEICHERT 573 Y XA, MD5, SHA-1, SHA-
256 DWT T,

PERMISSION_MONITOR

(X7 ayr) ltrue)] EATTEE, RX= v arOEERERSH, =
FE— LDOFMIERESNDF A V= X MIBIMENET, Malse] (F7 41
R EANTBE, N—=I v a v OEERERINETA,

AFx ¥ /3T A—F - Unix

F o I AATUMNOUBEDAF v 857 A—2 B HBRLTLTIEEN,

FILE QUERY

(A7vay) Z27AN0arT oY F e IO BT A%y T
A=K, ZOMIZIFFEHET T 256 LFETEHEDDH I ENTEFET, Unix File
Content Check F & 0" Unix File Content Check V2 D354, Z DX 7 I1IMETT,

A ¥ ¥ /37 A—4% - Unix Directory
Search Check

Fx v VA A THNOVEAD AF v 3T A—2 BB LTI,

BASE DIR

W) ZOT 4 L7 M) PEREPRmSHES B2 Unix 74 L2 U T
bHVENRDHY ET), T4 L7 FUAITE &K 1000 CFETANTEET,

SHOULD_ DESCEND

(X7 ay) BHEESNFMO T 7 ANV AT AERTAEA1E. Ttrue] 12
WELET, 20T varE2BRTHE, AF v VN ELS D28
DET, Malse] (F74/N) IKHRETHE, MOV AT AOMRBITITOIE
A,

DEPTH LIMIT

(AFvary) &7 417 NIURBOFEML~VEERLEST, 7oL 27 MY
TunRT 4 DR (0), T4LZ byarsry (1), XR—=A2F L7 hYTFoD
BHEL~L 2~10) OWTFNINTT, T 74V ME3TT,

FOLLOW_SYMLINK

(AFvay) ltrue) ITRETDE, RRERDV I kT77A4NET 4 VT
FUBSTENET, MMalse] (F74LR) KRETDHE, oRY v U
JAERBSTENET (VU7 IBlENEEA),

FILE NAME_MATCH

(AT ay) ARNCESNTT 7 ANV ERHRIZEDET, glob (TA LR
—R) BEMALET, &K255 XFETANTEET,

FILE_NAME_SKIP

(AT a ) ARNCESNTT 7 ANV EMNBNPORRINLET, glob (VA1
RH—F) 2ERALET, K255 XFETANTEET,
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DIR_NAME_MATCH

(AT a ) AANCESNTT 4 L7 R EZRRIZEDET, glob (VAL
Rh—F) R LES, &K 1000 LFETANTEET,

DIR_NAME_SKIP

(A7 vay) AENCESHNTT 4 L7 MU EAIRNOEILET, glob (U
ANKA—=F) ZEALET, &K 1000 LFETANTEET,

PERMISSIONS

(FFay) BEDODA—I v a2/ o7 7 AV ERB LTS, H7EE
I%X. <SPECIAL>., <USER>, <GROUP>, <OTHER> T,

PERM_COND

(A7 a ) <PERMISSIONS> TERE L7 T X TO/NR—3 v g S—HS
ﬂiéia/\i\ lall] (740 WKRELET, —Ivaro—#L—
SHDHITIE, Tsome)] IZRELET, FBED/N—I v a TT 7 AV &
T 51 i lexclude) IZFRELET,

TYPE MATCH

(ﬁ7yay)774waTA@ﬁ7V:&%&47%%ELi¢ a— K
XFEINIE, d (T v 2 R f @FE77A4W). 1 (R w7 U 7),
p &HiftE A7, FIFO), b k7 a7 - Ry 775 0), ¢ (REks
- RNy 77 LU). s (V7w k). D (K7, Solaris D#&) WHH., o ~TK
Yo TANLET,

Bz, Tl XS ICATLET,

USER_OWNER

(A7vay) BEODZ—FRFTHELTWD 7 7 A VEZITFTAE LTV AN
TrANEEELET, 22—V L UID 20 >~ CRU> CXFHE2FE L
7,

GROUP_OWNER

(AFvay) BEDITNV—TRNHIELTWAE 7 7 A NVEIFFIA LTy
TrANVERELET, FSr—74¢ GUID & v~ CTRY)-> TXFY % 5
FLET,

EXCLUDE USER OWNER

(7 a2, Cloud Agent TOHZYR— k) ltrue) IZERETHE, HBELE
2—YRFHETET 7 A NVERILET, Malse] (T 740 F) IKEET D
L T ANEBRSN S RERA, HERTDHE. 2 hr— IO D A
Xy TRV Ml TEESL, 74NV Z ) T ENET,

EXCLUDE GROUP OWNER

(7> =z, Cloud Agent TOHZYA— 1K) ltrue) IZFHETH &, FBELR
IN—TINHET D7 7 A VERILET, MMalse] (F7 4L R) IZRETD
L T ANVEBRSA S REY A, HERTDE. 2 hr— IO DA
XY LT —ANRT =y ML TIESH, 74 AZ ) 7 ESNET,

TIME LIMIT

(A7 va ) HERRGIR (30~ 900 ), 77/ ML 300 #TT,

MATCH_LIMIT

(A7vary) k=8 A ~256FHOT7 7 ANE T2 N, TT7x/ 1
1% 50 T9,

A% ¥ 737 A —4% - Unix Directory
Integrity Check

F v 7 A TUMOUBEADAX v o5 A =2 BB LT TEEIN,

BASE DIR

WH) ZOT 4 L7 M) PERENRMSHES (B2 Unix 74 L2 U T
DOVENRDY ET), T4 L7 IR HKKR 1000 LFETANTEET,

SHOULD_DESCEND

(AT v a20) RUESNIMOT 7 A V2 AT 2B RIS DHEE, Tue) 12

BELET, ZOF T arERRTAE, AF Y UBEINEL A2 L0
V)i‘ﬁ‘o ffalsej ('7:77‘]‘/1/ }\) \—E&Ej‘é&‘ {ﬂ@yx?-&@*ﬁ?gbi%?bﬂi
Ao

INTEGRITY CHECK DEPTH LIMIT

(WIA) %5417 NURBOFML~LERIRLES, FoL27 b Frs
FA4DH 0), TALZ R VarFryok (1), R—2F 4127 N FOH
L~ 2~15) OWTFRrTY, T 744 ME10 TY,

FOLLOW_SYMLINK

(AFvay) ltrue) ITRETDE, ®RERDV k774N ET 4 VT
FURSHENET, MMalse] (F741 1K) KRETHE, PR v s U
JHERSTENRET (V2B EnEEA),

FILE NAME_MATCH

(A7 vayv) AENCESHNTT 7 AL EXIGIZEDET, glob (TA LK
= R) BERALET, ZK255 XFETANTEETS,
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XML %# 7

i

FILE_ NAME_SKIP

(AT ay) ARNCESNTT 7 ANV ERENGRIILET, glob (VAL
RI—F) ZERLET, mK255 LFETANTEET,

DIR_NAME_MATCH

(AT ay) ARNCESNTT A V7 MU ERRIZEDET, glob (VA
RAo—R) ZHLET, &K 1000 LFEETANTEET,

DIR_NAME_SKIP

(AT ay) ARNCESNTT 4 L7 R ZRRPOERINLET, glob (U
ANRI—FR) ZEMLET, &K 1000 LFETANTEET,

TYPE MATCH

(ﬁfyay)774wyz?A@ﬁ7?:7h&%f%%ﬁbifoH—F
XFFNCE, d T vZ b)) f@ET AL (R T YY)
p &RIfIE 347, FIFO), b ($k7 v -No77HY), ¢ BT
RNy Ty L). s (Y7 v k). D (F7., Solaris %) NHV . o~ TK
P> TAHLET,

Bl ziE, Tl DX oA LET,

USER_OWNER

(A7vay) BEODZ—FRFTHLTWD 7 7 A VEITFA LT AN
TrANERELEYT, 2—¥4 L UID &0 v~ TRU-> TXFEHEIEEL
F9,

GROUP_OWNER

(A7var) FFEDITNV—TRHAELTND T 7 A VEITFTA L THRN
TrANERELET, S —74% ¢ GUID 2 0 »~ TRE) - TIF5 245
ELET,

EXCLUDE USER OWNER

(A7 3, Cloud Agent TOHYKR— ) ltrue) IZFHETH L, FHELE
I—RIETL 7 A NVERIILET, Mfalse] (F 74018 IZRET D
EL T ANEBRSAESRERA, HHTDE, 22 br— A FEHTiD DX
XY T IRV ML TIES, 74V Z ) T IRET,

EXCLUDE GROUP_OWNER

(7 a2, Cloud Agent TOHZYR— k) ltrue) IZERETHE, HBELE
IN—TINHET D7 7 A ERILET, MMalsel (F7 4/ 1) ITRETD
L. T AR ESRERA, BHTLE 2 br— VIO H DA
XY T ARV MIE o TRESH, 74 Z VT ERET,

INTEGRITY_CHECK TIME LIMIT

() BesRIFRHIHIR (60 ~ 1800 #), 7 7 4 /b M 600 BT,

INTEGRITY CHECK MATCH_LIMIT

(WZH) R —E (1 ~2048), 77 4/L ME 512 T,

DIGEST HASH

(WH) A4 YA NOHEIERT 2713 XA, MD5, SHA-1,
256 DWTINTT,

SHA-

AX % /8T A—4% - Unix File Content
Check V2

F v B A THOUEDAF v 2’5 2 —2 BB LT EEN,

FILE QUERY

(WE) 77ANar TV Foy 7O T T DAY T A—H
ZOEICIEEE T T256 XTFETEDDL I ENTEET,

BASE DIR

W) ZOT 4 L7 M) PERENRmSHES (FE#72Unix 74 L2 U T
HOLVENDHY ET), T4 L7 FIAITE &HK 1000 LFETANTEET,

DEPTH LIMIT

(FTvary) T4V 7 PURBOFMLLERIRLET, 74127 bV
TanRF 4 DFH (0), ToL7 hVarFryy (1), X=AF L7 M FD
B~ 2 ~10) OWTIANTT, T 74V MNME3 TT,

FOLLOW_SYMLINK

(A7 var) Ttrue) ICHRETHE, JMBLRBV I T7ANET 4 LT
MU DBGtrEanEd, MMalse] (F7x/L b)) IKRETDE, YoRV w7 U
JEENRSTESNET (V7B ESnERA),

FILE NAME_MATCH

(A7 vay) AENCESHNTT 7 AL EXIGIZEDET, glob (TA LK
=) BERALET, mK255 XFETANTEETS,

FILE_NAME_SKIP

(ATvay) ZENESNTT 7 A VRN LET,
— ) ZEEALET, &K255 XFETANTEET,

glob (VA v

DIR_NAME_MATCH

(FFvav) ARNIESNTT 4 V7 MU ERBIZEDET, glob (VA
RH—F) 2ERLET, &K 1000 LFETANTEET,

10
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XML %# 7

i

DIR_NAME_SKIP

(A7Fvay) AENCESNTT 4 L7 M 28206 LET, glob
(DANRA—F) ZFEHLET, KK 1000 XFETANTEET,

FILE_CONTENT_CHECK_V2 TIME_
LIMIT

(WZH) HgBEREIHIR (60 ~ 1800 ), 7 7 # /v hiZ 300 BT,

FILE_CONTENT CHECK_V2 MATCH
_LIMIT

(28) feRk—83% (1 ~2048), &7 4/ b 50 TY,

avia—irrad

BTy A THDOIL fE—

TECH_NAME

(A7vay) @RWERTZ /e Y04, ZOMTEEBNCEY L THR
HAZ<A X TCEERA, DAZLLEATLTHL XMLEXOa L ha—
NEAVR—N LSS, TOHAZ LLIIETEEINETEA, BETHIEHE.
ZOMEIZITREET T 64 LFETEDDL LN TEET,

RATIONALE

W) 77 /ey Zlilaryha— a2 DL IcEETRENhETR L7
P, ZOEIZITEET T 4000 LFETED DL ENTEET,

DATA TYPE

(W) =R L - TR SN EBMEO G 2T — 2 F A 750+ 5
AFx 2 /NF A—%4 (Boolean | Integer | String | String List | Line List),

USE_SCAN_VALUE

(T ANBEENT =y 7 LT 4 L7 FVBEWT = v 71T 1 248ET
HE, AX ¥ U TIRSNICEREICESNT, 77/ a VOFRHENRIE S
F7, 0DEIX, 774N MERA—VFHETHDLZ LR LET,

DB _QUERY

(MS SQL Database, Oracle Database, Sybase Database, PostgreSQL/Pivotal
Greenplum Database O F = » 7 TIIMEH) T —F X—RATHEITT % SQL L%
BELET, ZOMIZIE 32000 XFETASNTEET,

CARDINALITY

(A7var) 77 uOHFHEOFEIENT 20—V 7 4,

DATA TYPE 7% [String List] ™334 1%, contains | does not contain | matches
| is contained in | intersect T3, DATA TYPE 7% [Line List] O%A 1L,
match any | match all | match none | empty | not empty T3, DATA TYPE 28
[Boolean| F7-1% lInteger] ®¥A 1t nocd TH,

OPERATOR

AFvar) 7770V OYHEDORREIMER T A OAHT (ge| gt|le|
It|ne|eq|in | range | re | xre | xeq | no op). LA FD [k o4 S ML T
FZEWN,

DEFAULT_VALUE

W) &7 27 /avOT 74V ME, 77 7 aVOMFFEOFEICHERL E
T, ERRBEEL T TF = v 72 A FISCXFHITHEELET, ZOMEITIE
PEHFT 4000 XFETEDHDH I ENTEET, EHKBIL, PCRE fEHEICHE
WL TWBHERHY 7T, LT [ERES] 22B LTI EE, Gl
DN, A>T A4~ 7D TExpected Value Calculations for Controls
AL TS EEN,

IGNORE_ERROR

(WH) =9 —%2BEH L TAT—F 2% [Passed] L~—72F5I121%, 1] I
RELET, =59 —%WF L TRAF—F 2% [Error] &~—27 520, 10)
WICHRELET, =7 —%2MHT2X 98 ET DL, a2 be— Lotz
T—=BRAELTHEETH, Toary ba—bAf v AX AT [Passed] & LT
~—7 INET,

IGNORE_ITEM_NOT_FOUND

W) avbhre—nnxzT—a—F2 litemnot found] (AF¥+¥ > TT77A
by LY A RNY L BT =N Eonb ot/ ) ilRTERIC, [Passed)
F721% TFailed] OAT—X 2A%FRTHITIE, 1 ZRELET, ZORWT
AT —HAGEELRWGEIT02RELET, | ZRETDE. AU —N
Oaryba—lFzy IRy 7 ANBME, AT —% A% [Passed] F£7=
i [Failed) &6 6TRRTIOINERETEET,

11
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XML % 7 257

ERROR_SET_STATUS (A7 =) Database UDC 05, =7 —ZMH L T, AT —F 2%
Pass] 721 [Fail) IZRETEET, =7 —2WHEATLLIFZETH L. =
YRR VORI T —RARAE LG AETH, TOar b=l VAL
ATERUCHE S T [Pass) F720% [Fail) L LT~—7 &SN,

REF_DESCRIPTION (7)) WEKRY S —E I NESEE BT 572 02— P EROBR
., ZOMICITHRETFTT 2000 LFETEDDL I ENTTET,
URL (AT varv) WERY v—E23NECEEZ SRS 57200 URL, Z Offic

T TS500 LFETEDDLIENTEET,

FIvI3A4 THDUBEBEDRAFT ¥ INTA—4

Frzy I FATTLDORHADAF v RN TA—=F% LFIRLET, ZHUSE, VPR /7740 T 0L M) B
RF A =% DATA _TYPE X5 A—%_ 3 KU DESCRIPTION /X7 A — X REENET,

Frxy 2 ZAS VYRARY, 7L, TS
TAVI NI RGRA—F
Registry Key Existence REG HIVE Boolean
REG KEY
Registry Value Existence REG HIVE Boolean
REG_KEY
REG_VALUE _NAME
Registry Value Content Check REG_HIVE Boolean, Integer,
REG_KEY String, String List
REG_VALUE_NAME
Registry Permission REG _HIVE String List
REG KEY
Windows File Content Check FILE QUERY String List
BASE DIR
REG HIVE
REG KEY
REG _VALUE NAME
FILE PATH
Windows File/Directory Existence FILE PATH Boolean
Windows File/Directory Permission FILE PATH String List
Windows File Integrity Check FILE PATH String
HASH TYPE
Windows Group Membership Check GROUP_NAME String List
GROUP_NAME LIMIT
Windows WMI Query Check WMI_NS String List
WMI_QUERY
Windows Share Access Check SHARE_USER %7213 String List
PATH_USER
Windows Directory Search Check* BASE DIR String List
Windows Directory Integrity Check™ BASE DIR String
DIGEST_HASH (USE_SCAN_VALUE=1
DB E
String List
(USE_SCAN_VALUE=0
DEE)

12
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Frzy 7 B8LTS VURANY, Z7A0, Vaet & 0 04
T4V NYRGA—H

Unix File/Directory Existence FILE PATH Boolean

Unix File/Directory Permission FILE PATH Boolean

Unix File Integrity Check FILE PATH String
HASH TYPE

Unix File Content Check FILE PATH Line List
FILE QUERY

Unix Directory Search Check* BASE DIR String List

Unix Directory Integrity Check™ BASE DIR String
DIGEST_HASH (USE_SCAN_VALUE=I

DEE)

String List
(USE_SCAN_VALUE=0
D E
Unix File Content Check V2 FILE QUERY String List

BASE DIR

FILE CONTENT CHECK V2 TIM

E LIMIT

FILE CONTENT CHECK V2 MAT

CH_LIMIT

* Directory Search Check & Directory Integrity Check (Windows 3 X O Unix) 121, X HIZ% < OMHADAX ¥ L /XT X —
ERHVET, INODTF 2y I XA TDAX Y NRTXA—=FZDY A REZHLTLEIN,

FrvI34TRDaY FA—)LE

Coarvbhu—llE, T eV OEREAFET L HEAREELET,

Fzy 84T Vamr & iV PR—rENd YPR—FEND
BHEF A—TF VT4
Registry Key Existence Boolean no op no cd
Registry Value Existence Boolean no op no cd
Registry Value Content Check Boolean no op no cd
Integer eq. It. le. gt. ge. no cd
ne, in, range
String re no cd
String List Xre, xeq contains, does not

contain, matches.
intersect. is contained in

Registry Permission String List Xre, xeq contains. does not
contain, matches.,
intersect, is contained in

Windows File Content Check String List Xre contains. does not
contain, matches.
intersect, is contained in

Windows File/Directory Existence Boolean no op no cd

Windows File/Directory Permission String List Xre, xeq contains. does not
contain, matches.,
intersect, is contained in

13
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Frzy I BZAT Vamr & i PR—FShD PR—FEHD
HET H—=TF VT4
Windows File Integrity Check String re no cd
Windows Group Membership Check String List Xre, xeq contains, does not
contain, matches,
intersect, is contained in
Windows WMI Query Check String List Xre, xeq contains, does not
contain, matches,
intersect, is contained in
Windows Share Access Check String List Xre, Xeq contains, does not
contain, matches,
intersect, is contained in
Windows Directory Search Check String List Xre, xeq contains. does not
contain, matches,
intersect, is contained in
Windows Directory Integrity Check String re no cd
(USE_SCAN_VALUE=1 O¥54&)
Windows Directory Integrity Check String List Xre, Xeq contains, match any,
(USE_SCAN_VALUE=0 ®#5) match all, match
none, empty, not
empty
Unix File/Directory Existence Boolean no op no cd
Unix File/Directory Permission String re no cd
Unix File Integrity Check String re no cd
Unix File Content Check Line List re match any, match all,
match none, empty,
not empty
Unix Directory Search Check String List Xre, xeq contains., does not
contain, matches,
intersect, is contained in
Unix Directory Integrity Check String re no cd
(USE_SCAN_VALUE=1 O¥54&)
Unix Directory Integrity Check String List xre, xeq contains, match any,
(USE_SCAN_VALUE=0 O55) match all, match
none, empty, not
empty
Unix File Content Check V2 String List Xre, Xeq contains, does not

contain, matches.,
intersect. is contained in

14
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BEFOAHE

ERFOLBNZOWTE, UTFOMBHAZBBL T EE0,

HET BN HET B

ge greater than or equal to (X 0 KZ W28 LYy in in (HFEnd)

gt greater than (20 K& ) range  inrange (FPAICEHEND)

le less than or equal to (& D /hEWV)ELWY) re regular expression (IEHIZEKEL)

It less than (X ¥ /&) Xre regular expression list (IEFIFIHY 2 1)
eq equalto (X2 L) xeq string list (3CF2511Y & k)

ne not equal to (&% L <72\Y) noop  no operator (JEHE 772 L)

EFRRK

PC 77V /r— 3 %, PCRE HE#EIZHEHL L 7= Perl Compatible Regular Expressions (PCRE) (2%t L CWE T, Z OfZEHE
DFAMZDOWTIL, http://www.pcre.org/ ZSZHL T Z &V, ZOEEZFEH L Tar e —/LO@EERIEHRR L LS
D HEIZOWTIE, http://perldoc.perl.org/perlre.html ZZ ML T 7230,

ImportableControl.xsd

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema" elementFormDefault="qualified">

<xs:element name="CONTROL LIST">
<xs:complexType>
<xS:sequence>
<xs:element maxOccurs="unbounded" ref="CONTROL" />
</xs:sequence>
<xs:attribute name="total" use="required" type="Xs:integer" />
</xs:complexType>
</xs:element>

<xs:element name="ID" type="xs:integer" />

<xs:element name="CONTROL">
<xs:complexType>

<Xs:sequence>
<xs:element ref="ID" minOccurs="0" maxOccurs="1" />
<xs:element ref="UDC_ID" minOccurs="0" maxOccurs="1" />
<xs:element ref="CHECK TYPE" maxOccurs="1" />
<xs:element ref="IS CONTROL DISABLE" minOccurs="0" maxOccurs="1" />
<xs:element ref="CATEGORY" minOccurs="0" maxOccurs="1" />
<xs:element ref="SUB CATEGORY" minOccurs="0" maxOccurs="1" />
<xs:element ref="STATEMENT" maxOccurs="1" />
<xs:element ref="CRITICALITY" minOccurs="0" maxOccurs="1" />
<xs:element ref="COMMENT" minOccurs="0" maxOccurs="1" />
<xs:element ref="USE AGENT ONLY" minOccurs="0" maxOccurs="1" />
<xs:element ref="AUTO UPDATE" minOccurs="0" maxOccurs="1" />
<xs:element ref="IGNORE ERROR" minOccurs="0" maxOccurs="1" />
<xs:element ref="ERROR SET STATUS" minOccurs="0" maxOccurs="1" />
<xs:element ref="IGNORE_ ITEM NOT FOUND" minOccurs="0" maxOccurs="1" />
<xs:element ref="SCAN PARAMETERS" minOccurs="0" maxOccurs="1" />
<xs:element ref="TECHNOLOGY LIST" maxOccurs="1" />
<xs:element ref="REFERENCE LIST" maxOccurs="1" />

</Xs:sequence>

</xs:complexType>
</xs:element>
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<xs:element name="UDC ID">
<xs:simpleTypes>
<xs:restriction base="xs:string">
<xs:minLength value="0"/>
<xs:maxLength value="36"/>
</xs:restriction>
</xs:simpleType>

</xs:element>

<xs:element name="CHECK_TYPE">
<xs:simpleType>
<xs:restriction base="xs:string"s>

<Xs

<Xs:
<XS:
<XS:
:enumeration

<XS

<Xs:
<Xs:
:enumeration

<Xs

<XS:
<XS:
:enumeration
<XS:

<XS

<XS:
<XS:
:enumeration

<XSs

<XS:
<XS:
:enumeration
<XS:

<XS

<XsS:
:enumeration

<Xs

<XS:
<XS:
<XS:
:enumeration

<XS

<XS:

:enumeration

enumeration
enumeration
enumeration

enumeration
enumeration

enumeration
enumeration

enumeration
enumeration
enumeration

enumeration
enumeration

enumeration
enumeration

enumeration
enumeration

enumeration

enumeration

</xs:restrictions>
</xs:simpleType>

</xs:element>

value="Registry Key Existence" />
value="Registry Value Existence" />
value="Registry Value Content Check" />
value="Registry Permission" />
value="Window File/Directory Existence" />
value="Window File/Directory Permission" />
value="Unix File/Directory Permission" />
value="Unix File Content Check" />
value="Unix File/Directory Existence" />

value="Window File Integrity Check" />
value="Unix File Integrity Check" />
value="WMI Query Check" />
value="Share Access Check" />
value="Unix Directory Search Check" />

value="Windows Directory Search Check" />
value="Windows Group Membership Check" />
value="Windows Directory Integrity Check"
value="Unix Directory Integrity Check" />

/>

value="MS SQL Database Check" />
value="Oracle Database Check" />
value="Sybase Database Check" />

value="PostgreSQL Database Check" />
value="SAP IQ Database Check" />
value="Windows File Content Check" />
value="DB2 Database Check" />
value="Unix File Content Check V2" />

<xs:element name="IS CONTROL_DISABLE">
<xs:simpleTypes>
<xs:restriction base="xs:integer"/>
</xs:simpleType>

</xs:element>

<xs:element name="CATEGORY">

<xs:complexType>
<XS:sequence>
<xs:element ref="ID" minOccurs="0" maxOccurs="1"/>

<xs:element name="NAME" minOccurs="0" maxOccurs="1" type="xs:string"/>

</xs:sequence>
</xs:complexType>

</xs:element>

<xs:element name="SUB_CATEGORY">
<xs:complexType>
<Xs:sequence>

<xs:element ref="ID"

minOccurs="0" maxOccurs="1"/>
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<xs:element ref="NAME" minOccurs="0"
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="CRITICALITY">
<xs:complexType>
<Xs:sequence>
<xs:element ref="LABEL" minOccurs="0"
<xs:element ref="VALUE" minOccurs="0"
</Xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="NAME">
<xs:simpleType>
<xs:restriction base="xs:string">
<xg:minLength value="0"/>
<xs:maxLength value="128"/>
</xs:restriction>
</Xs:simpleType>
</xs:element>

<xs:element name="STATEMENT" >
<xs:simpleType>
<xs:restriction base="xs:string"s>
<xs:minLength value="1"/>
<xs:maxLength value="1000"/>
</xs:restrictions>
</xs:simpleType>
</xs:element>

<xs:element name="LABEL">
<xs:simpleTypes>
<xs:restriction base="xs:string">
<xg:minLength value="1"/>
<xs:maxLength value="16"/>
</xs:restriction>
</Xs:simpleType>
</xs:element>

<xs:element name="VALUE">
<xs:simpleTypes>
<xs:restriction base="xs:integer">
<xs:enumeration value="0" />
<xs:enumeration value="1" />
<xXs:enumeration value="2" />
<xXs:enumeration value="3" />
<xXs:enumeration value="4" />
<xs:enumeration value="5" />
</xs:restrictions>
</Xs:simpleType>
</xs:element>

<xs:element name="COMMENT">
<xs:simpleType>
<xs:restriction base="xs:string"s>
<xs:minLength value="0"/>
<xs:maxLength value="1000"/>
</xs:restriction>
</xs:simpleType>
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maxOccurs="1"
maxOccurs="1"

/>

/>
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</xs:element>

<xs:element name="USE AGENT ONLY">
<xs:simpleType>
<xs:restriction base="xs:integer">
<xs:enumeration value="0" />
<Xs:enumeration value="1" />
</xs:restriction>
</Xs:simpleType>
</xs:element>

<xs:element name="IGNORE_ERROR">
<xs:simpleType>
<xs:restriction base="xs:integer">
<xs:enumeration value="0" />
<xXxs:enumeration value="1" />
</xs:restrictions>
</xs:simpleType>
</xs:element>

<xs:element name="ERROR SET STATUS">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="FAIL" />
<xs:enumeration value="PASS" />
<xs:enumeration value="" />
</xs:restrictions>
</xs:simpleType>
</xs:element>

<xs:element name="IGNORE ITEM NOT_FOUND">
<xs:simpleType>
<xs:restriction base="xs:integer">
<xs:enumeration value="0" />
<xs:enumeration value="1" />
</xs:restriction>
</xs:simpleType>
</xs:element>

<xs:element name="AUTO UPDATE">
<xs:simpleType>
<xs:restriction base="xs:integer"s
<xs:enumeration value="0" />
<Xs:enumeration value="1" />
</xs:restrictions>
</Xs:simpleType>
</xs:element>

<xs:element name="SCAN_ PARAMETERS">
<xs:complexType>
<xs:sequence>
<xs:element ref="PATH TYPE" minOccurs="0" maxOccurs="1" />
<xs:element ref="REG HIVE" minOccurs="0" maxOccurs="1" />
<xs:element ref="REG KEY" minOccurs="0" maxOccurs="1" />
<xs:element ref="REG_VALUE_NAME" minOccurs="0" maxOccurs="1"
<xs:element ref="FILE PATH" minOccurs="0" maxOccurs="1" />
<xs:element ref="FILE_QUERY" minOccurs="0" maxOccurs="1" />
<xs:element ref="HASH TYPE" minOccurs="0" maxOccurs="1" />
<xs:element ref="WMI_NS" minOccurs="0" maxOccurs="1" />
<xs:element ref="WMI_QUERY" minOccurs="0" maxOccurs="1" />
<xs:element ref="SHARE USER" minOccurs="0" maxOccurs="1" />
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maxOccurs="1"

/>

maxOccurs="1"

maxOccurs="1"

maxOccurs="1"

/>

maxOccurs="1"

maxOccurs="1"

maxOccurs="1"

<Xs

<Xs:
<Xs:
<XS:

<Xs

/>

<Xs:

<Xs

<Xs:
<XS:

<XSs

<XS:
<Xs:
<Xs:
<XS:
<XS:
<XS:

:element
element
element
element
:element

element
:element
element
element
:element
element
element
element
element
element
element

ref="PATH USER" minOccurs="0" maxOccurs="1" />
ref="BASE DIR" minOccurs="0" maxOccurs="1" />
ref="SHOULD DESCEND" minOccurs="0" maxOccurs="1" />
ref="DEPTH LIMIT" minOccurs="0" maxOccurs="1" />
ref="INTEGRITY CHECK DEPTH LIMIT" minOccurs="0"

ref="FOLLOW_SYMLINK" minOccurs="0" maxOccurs="1" />
ref="FILE NAME MATCH" minOccurs="0" maxOccurs="1" />
ref="FILE _NAME SKIP" minOccurs="0" maxOccurs="1" />
ref="DIR NAME MATCH" minOccurs="0" maxOccurs="1" />
ref="DIR NAME SKIP" minOccurs="0" maxOccurs="1" />
ref="PERMISSIONS" minOccurs="0" maxOccurs="1" />
ref="PERM COND" minOccurs="0" maxOccurs="1" />
ref="TYPE MATCH" minOccurs="0" maxOccurs="1" />
ref="USER_OWNER" minOccurs="0" maxOccurs="1" />
ref="GROUP_OWNER" minOccurs="0" maxOccurs="1" />
ref="TIME LIMIT" minOccurs="0" maxOccurs="1" />

<xs:element ref="INTEGRITY CHECK TIME LIMIT" minOccurs="0" maxOccurs="1"

<xs:element ref="FILE CONTENT CHECK V2 TIME LIMIT" minOccurs="0"

/>

<xs:element ref="MATCH LIMIT" minOccurs="0" maxOccurs="1" />
<xs:element ref="INTEGRITY CHECK MATCH LIMIT" minOccurs="0"

/>

<xs:element ref="FILE CONTENT CHECK V2 MATCH LIMIT" minOccurs="0"

/>

<xs:element ref="WIN FILE SYS OBJECT TYPES" minOccurs="0" maxOccurs="1"

<xs
/>

<XS

<Xs:
<Xs:

<Xs

<XS:
<XSs:

/>
<x8s

/>

<XS:

<Xs

<XSs:
<XSs:

<Xs

<XS:
<XS:

:element

:element
element
element
:element
element
element

:element

element
:element
element
element
:element
element
element

</Xs:sequence>
</xs:complexType>
</xs:element>

ref="MATCH WELL KNOWN USERS FOR ANY DOMAIN" minOccurs="0"

ref="WIN PERMISSION USERS" minOccurs="0" maxOccurs="1" />
ref="WIN_PERMISSION MATCH" minOccurs="0" maxOccurs="1" />
ref="WIN PERMISSIONS" minOccurs="0" maxOccurs="1" />
ref="GROUP_NAME" minOccurs="0" maxOccurs="1" />
ref="GROUP_NAME LIMIT" minOccurs="0" maxOccurs="1" />
ref="INTEGRITY CHECK OBJECT_ TYPES" minOccurs="0"

ref="DISABLE CASE SENSITIVE SEARCH" minOccurs="0"

ref="EXCLUDE_USER_OWNER" minOccurs="0" maxOccurs="1" />
ref="EXCLUDE_GROUP_OWNER" minOccurs="0" maxOccurs="1" />
ref="DIGEST HASH" minOccurs="0" maxOccurs="1" />
ref="PERMISSION MONITOR" minOccurs="0" maxOccurs="1" />
ref="DATA TYPE" maxOccurs="1" />
ref="EVALUATE_AS_STRING" minOccurs="0" maxOccurs="1" />
ref="DESCRIPTION" maxOccurs="1" />

<xs:element name="REG_HIVE">
<xs:simpleTypes>
<xs:restriction base="xs:string">

<Xs:

<Xs

<Xs:
<XS:

enumeration value="HKEY CLASSES ROOT (HKCR)" />

:enumeration value="HKEY CURRENT USER (HKCU)" />

enumeration value="HKEY LOCAL_ MACHINE (HKLM)" />
enumeration value="HKEY USERS (HKU)" />

</xs:restriction>
</xs:simpleType>
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</xs:element>

<xs:element name="REG KEY">
<xs:simpleType>
<xs:restriction base="xs:string">
<xg:minLength value="1"/>
<xs:maxLength value="1000"/>
</xs:restriction>
</Xs:simpleType>
</xs:element>

<xs:element name="REG VALUE NAME">
<xs:simpleType>
<xs:restriction base="xs:string"s>
<xs:minLength value="1"/>
<xs:maxLength value="255"/>
</xs:restrictions>
</xs:simpleType>
</xs:element>

<xs:element name="FILE PATH">
<xs:simpleType>
<xs:restriction base="xs:string">
<xg:minLength value="0"/>
<xs:maxLength value="1000"/>
</xs:restriction>
</Xs:simpleType>
</xs:element>

<xs:element name="FILE QUERY">
<xs:simpleTypes>
<xs:restriction base="xs:string"s>
<xs:minLength value="1"/>
<xs:maxLength value="256"/>
</xs:restrictions>
</xs:simpleType>
</xs:element>

<xs:element name="HASH TYPE">
<xs:simpleTypes>
<xs:restriction base="xs:string">
<xg:enumeration value="MD5" />
<xXs:enumeration value="SHA-1" />
<Xs:enumeration value="SHA-256" />
</xs:restrictions>
</Xs:simpleType>
</xs:element>

<xs:element name="WMI_NS">
<xs:simpleType>
<xs:restriction base="xs:string"s>
<xs:minLength value="1"/>
<xs:maxLength value="1000"/>
</xs:restriction>
</xs:simpleType>
</xs:element>

<xs:element name="WMI_ QUERY">
<xs:simpleType>
<xs:restriction base="xs:string">
<xg:minLength value="1"/>
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<xs:maxLength value="4000"/>
</xs:restriction>
</Xs:simpleType>
</xs:element>

<xXs:element name="SHARE USER">
<xs:simpleType>
<xXs:restriction base="xs:string"s>
<xs:minLength value="1"/>
<xs:maxLength value="256"/>
</xs:restrictions>
</xs:simpleType>
</xs:element>

<xs:element name="PATH USER">
<xs:simpleType>
<xs:restriction base="xs:string">
<xg:minLength value="1"/>
<xs:maxLength value="256"/>
</xs:restriction>
</Xs:simpleType>
</xs:element>

<xs:element name="BASE DIR">
<xs:simpleType>
<xs:restriction base="xs:string"s>
<xs:minLength value="1"/>
<xs:maxLength value="1000"/>
</xs:restrictions>
</xs:simpleType>
</xs:element>

<xs:element name="SHOULD DESCEND">
<xs:simpleTypes>
<xs:restriction base="xs:boolean">
<xXs:pattern value="true"/>
<xXs:pattern value="false"/>
</xs:restriction>
</Xs:simpleType>
</xs:element>

<xs:element name="DEPTH LIMIT">
<xs:simpleTypes>
<xs:restriction base="xs:integer">
<xs:minInclusive value="0"/>
<xs:maxInclusive value="10"/>
</Xs:restriction>
</xs:simpleType>
</xs:element>

<xs:element name="INTEGRITY CHECK DEPTH LIMIT">
<xs:simpleTypes>
<xs:restriction base="xs:integer">
<xs:minInclusive value="0"/>
<xs:maxInclusive value="15"/>
</xs:restriction>
</Xs:simpleType>
</xs:element>

<xs:element name="FOLLOW_SYMLINK">
<xs:simpleTypes>
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<xs:restriction base="xs:boolean">
<Xs:pattern value="true"/>
<xs:pattern value="false"/>
</xs:restrictions>
</xs:simpleType>

</xs:element>

<xs:element name="FILE NAME MATCH">
<xs:simpleTypes>
<xs:restriction base="xs:string">
<xs:minLength value="0"/>
<xs:maxLength value="4000"/>
</xs:restriction>
</xs:simpleType>

</xs:element>

<xs:element name="FILE NAME SKIP">
<xs:simpleTypes>
<xs:restriction base="xs:string"s>
<xs:minLength value="0"/>
<xs:maxLength value="40000"/>
</xs:restrictions>
</xs:simpleType>

</xs:element>

<xs:element name="DIR NAME MATCH">
<xs:simpleTypes>
<xs:restriction base="xs:string">
<xs:minLength value="0"/>
<xs:maxLength value="4000"/>
</xs:restriction>
</xs:simpleType>

</xs:element>

<xs:element name="DIR NAME SKIP">
<xs:simpleTypes>
<xs:restriction base="xs:string">
<xs:minLength value="0"/>
<xs:maxLength value="4000"/>
</xs:restrictions>
</xs:simpleType>

</xs:element>

<xs:element name="PERMISSIONS">
<xs:complexType>
<XS:sequence>

<XS:
<XS:
<XSs:
<Xs:

element
element
element
element

</Xs:sequence>
</Xs:complexType>

</xs:element>

name="SPECIAL" type="SPECIAL OPTION" />
name="USER" type="PERM OPTION" />
name="GROUP" type="PERM OPTION" />
name="OTHER" type="PERM OPTION" />

<xs:complexType name="SPECIAL OPTION">
<XS:sequence>
<xs:element name="USER" type="PERM TYPES" />
<xs:element name="GROUP" type="PERM TYPES" />
<xs:element name="DELETION" type="PERM TYPES" />
</xs:sequence>
</xs:complexType>
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<xs:complexType name="PERM OPTION">
<XS:sequence>
<xs:element name="READ" type="PERM TYPES" />
<xs:element name="WRITE" type="PERM TYPES" />
<xs:element name="EXECUTE" type="PERM TYPES" />
</xs:sequence>
</xs:complexType>

<xs:simpleType name="PERM TYPES">
<xs:restriction base="xs:string">
<Xs:enumeration value="yes" />
<xs:enumeration value="no" />
<xs:enumeration value="any" />
</xs:restrictions>
</xs:simpleType>

<xs:element name="PERM COND">
<xs:simpleType>
<xs:restriction base="xs:string">
<xXs:enumeration value="all" />
<xXs:enumeration value="some" />
<xs:enumeration value="exclude" />
</xs:restriction>
</xs:simpleType>
</xs:element>

<xs:element name="TYPE MATCH">
<xs:simpleTypes>
<xs:restriction base="xs:string">
<xs:minLength value="1"/>
<xs:maxLength value="15"/>
</xs:restrictions>
</xs:simpleType>
</xs:element>

<xs:element name="USER_OWNER">
<xs:simpleTypes>
<xs:restriction base="xs:string"s>
<xs:minLength value="0"/>
<xsg:maxLength value="256"/>
</xs:restriction>
</xs:simpleType>
</xs:element>

<xs:element name="GROUP_OWNER">
<xs:simpleTypes>
<xs:restriction base="xs:string">
<xs:minLength value="0"/>
<xs:maxLength value="256"/>
</xs:restrictions>
</xs:simpleType>
</xs:element>

<xs:element name="TIME LIMIT">
<xs:simpleTypes>
<xs:restriction base="xs:integer">
<xs:minInclusive value="30"/>
<xg:maxInclusive value="900"/>
</xs:restriction>
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</xs:simpleType>
</xs:element>

<xXs:element name="INTEGRITY CHECK TIME LIMIT">
<xs:simpleType>
<xs:restriction base="xs:integer">
<xs:minInclusive value="60"/>
<xs:maxInclusive value="1800"/>
</xs:restrictions>
</xs:simpleType>
</xs:element>

<xs:element name="FILE CONTENT CHECK V2 TIME LIMIT">
<xs:simpleType>
<xs:restriction base="xs:integer">
<xs:minInclusive value="60"/>
<xs:maxInclusive value="1800"/>
</xs:restriction>
</xs:simpleType>
</xs:element>

<xs:element name="MATCH LIMIT">
<xs:simpleTypes>
<xs:restriction base="xs:integer">
<xs:minInclusive value="1"/>
<xs:maxInclusive value="256"/>
</Xs:restriction>
</xs:simpleType>
</xs:element>

<xs:element name="INTEGRITY CHECK MATCH LIMIT">
<xs:simpleTypes>
<xs:restriction base="xs:integer">
<xs:minInclusive value="1"/>
<xs:maxInclusive value="2048"/>
</xs:restriction>
</xs:simpleType>
</xs:element>

<xs:element name="FILE CONTENT CHECK V2 MATCH LIMIT">
<xs:simpleTypes>
<xs:restriction base="xs:integer"s
<xs:minInclusive value="1"/>
<xs:maxInclusive value="2048"/>
</xs:restrictions>
</xs:simpleType>
</xs:element>

<xs:element name="WIN PERMISSION MATCH" >
<xs:simpleTypes>
<xg:restriction base="xs:token">
<xs:enumeration value="Any" />
<xXs:enumeration value="All" />
</xs:restrictions>
</xs:simpleType>
</xs:element>

<xs:element name="MATCH WELL KNOWN USERS_FOR_ANY DOMAIN" type="yesOrNo" />

<xs:element name="WIN_PERMISSIONS">
<xs:complexType>
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<xs:all>
<xs:element name="WIN BASIC PERMISSIONS" type="winBasicPerms" />
<xs:element name="WIN_ADVANCED PERMISSIONS" type="winAdvPerms" />
</xs:all>
</xs:complexType>
</xs:element>

<xs:element name="WIN FILE SYS OBJECT TYPES">
<xs:simpleTypes>
<xs:list itemType="WIN FILE SYS OBJECT TYPE" />
</xs:simpleType>
</xs:element>

<xs:simpleType name="WIN FILE SYS OBJECT TYPE">
<xs:restriction base="xs:token">
<xs:enumeration value="Directory" />
<xs:enumeration value="File" />
<xs:pattern value="Directory|File" />
</xs:restriction>
</xs:simpleType>

<xs:element name="WIN PERMISSION USERS">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:minLength value="0"/>
<xs:maxLength value="4000"/>
</xs:restrictions>
</xs:simpleType>
</xs:element>

<xs:element name="DISABLE CASE SENSITIVE SEARCH">
<xs:simpleType>
<xg:restriction base="xs:boolean">
<xXs:pattern value="true"/>
<xg:pattern value="false"/>
</xs:restriction>
</xs:simpleType>
</xs:element>

<xs:element name="EXCLUDE USER OWNER">
<xs:simpleType>
<xs:restriction base="xs:boolean"s>
<Xs:pattern value="true"/>
<Xs:pattern value="false"/>
</xs:restrictions>
</Xs:simpleType>
</xs:element>

<xs:element name="EXCLUDE_ GROUP_OWNER" >
<xs:simpleType>
<xg:restriction base="xs:boolean">
<xXs:pattern value="true"/>
<xs:pattern value="false"/>
</xs:restriction>
</xs:simpleType>
</xs:element>

<xs:complexType name="winBasicPerms">
<xs:choice>
<xs:element ref="WIN_BASIC_PERMISSION_TYPE" minOccurs="1" maxOccurs="6" />
</xs:choice>
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/>

</xs:complexType>

<xs:complexType name="winAdvPerms">
<XS:sequence>

<xs:element ref="WIN ADVANCED PERMISSION TYPE" minOccurs="1"

</xs:sequence>
</xs:complexType>

maxOccurs="14"

<xs:element name="WIN BASIC PERMISSION TYPE">
<xs:simpleType>
<xs:restriction base="xs:token">

<Xs:

<Xs

<XS:
<XS:
<XS:
:enumeration

<XS

enumeration

:enumeration

enumeration
enumeration
enumeration

</xs:restriction>
</xs:simpleType>

</xs:element>

value="Full Control" />
value="Modify" />

value="List Folder Content" />
value="Read &amp; Execute" />
value="Write" />

value="Read" />

<xs:element name="WIN ADVANCED PERMISSION TYPE">
<xs:simpleTypes>

<Xs:

<XS:
<XS:
:enumeration

<XSs

<XS:
<XS:
:enumeration
<X8:

<XS

<Xs:
:enumeration

<Xs

<XS:
<XS:
<XS:
:enumeration

<Xs

<XS:

enumeration
enumeration

enumeration
enumeration

enumeration
enumeration

enumeration
enumeration

enumeration

enumeration

</xs:restrictions>
</xs:simpleType>

</xs:element>

restriction base="xs:token">

value="Full Control" />

value="Traverse Folder / Execute Files" />
value="List Folder / Read Data" />
value="Read Attributes" />

value="Read Extended Attributes" />
value="Create Files / Write Data" />
value="Create Folders / Append Data" />
value="Write Attributes" />

value="Write Extended Attributes" />
value="Delete Sub-folders &amp; Files" />

value="Delete" />
value="Read Permissions" />
value="Change Permissions" />
value="Take Ownership" />

<xs:element name="GROUP_ NAME">
<xs:simpleTypes>
<xs:restriction base="xs:string"s>
<xs:minLength value="0"/>
<xs:maxLength value="256"/>
</xs:restriction>
</xs:simpleType>

</xs:element>

<xs:element name="GROUP_NAME LIMIT">
<xs:simpleTypes>
<xs:restriction base="xs:integer"s
<xs:minInclusive value="1"/>
<xs:maxInclusive value="1000"/>
</xs:restrictions>
</xs:simpleType>

</xs:element>
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<xs:element name="INTEGRITY CHECK OBJECT TYPES">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:minLength value="1"/>
<xs:maxLength value="15"/>
</xs:restriction>
</xs:simpleType>
</xs:element>

<xs:element name="DIGEST HASH">
<xs:simpleType>
<xs:restriction base="xs:string">
<xXs:enumeration value="MD5" />
<xXs:enumeration value="SHA-1" />
<Xs:enumeration value="SHA-256" />
</xs:restrictions>
</xs:simpleType>
</xs:element>

<xs:element name="PERMISSION MONITOR">
<xs:simpleTypes>
<xs:restriction base="xs:boolean">
<xs:pattern value="true"/>
<xXs:pattern value="false"/>
</xs:restriction>
</xs:simpleType>
</xs:element>

<xs:element name="PATH TYPE">
<xs:simpleTypes>
<xs:restriction base="xs:string">
<xs:enumeration value="Use Registry key" />
<xs:enumeration value="Use file search" />
<xs:enumeration value="Use file path" />
</xs:restrictions>
</xs:simpleType>
</xs:element>

<xs:element name="DATA TYPE">
<xs:simpleTypes>
<xs:restriction base="xs:string">
<xs:enumeration value="Boolean" />
<xs:enumeration value="Integer" />
<xXs:enumeration value="String" />
<xs:enumeration value="String List" />
<xXs:enumeration value="Line List" />
</xs:restrictions>
</xs:simpleType>
</xs:element>

<xs:element name="DESCRIPTION">
<xs:simpleTypes>
<xs:restriction base="xs:string">
<xg:minLength value="1"/>
<xs:maxLength value="1000"/>
</xs:restriction>
</Xs:simpleType>
</xs:element>

<xs:element name="EVALUATE_AS_STRING" default="0">
<xs:simpleTypes>
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<xs:restriction base="xs:integer">
<Xs:enumeration value="0" />
<xXs:enumeration value="1" />
</xs:restriction>
</xs:simpleType>
</xs:element>

<xs:element name="TECHNOLOGY LIST">
<xs:complexType>
<XS:sequence>
<xs:element ref="TECHNOLOGY" maxOccurs="unbounded" />
</xs:sequence>
<xXs:attribute name="total" use="required" type="Xs:integer" />
</xs:complexType>
</xs:element>

<xs:element name="TECHNOLOGY">
<xs:complexType>
<XS:sequence>
<xs:element ref="ID" maxOccurs="1"/>
<xs:element ref="TECH NAME" maxOccurs="1" />
<xs:element ref="RATIONALE" maxOccurs="1" />
<xs:element ref="REMEDIATION" minOccurs="0" maxOccurs="1"
<xs:element ref="DATAPOINT" minOccurs="0" maxOccurs="1" />
<xs:element ref="USE SCAN VALUE" minOccurs="0" maxOccurs="
<xs:element ref="DB_QUERY" minOccurs="0" maxOccurs="1" />
<xg:element ref="DESCRIPTION" minOccurs="0" maxOccurs="1"
</Xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="TECH NAME">
<xs:simpleTypes>
<xs:restriction base="xs:string">
<xs:minLength value="0"/>
<xs:maxLength value="64"/>
</xs:restriction>
</xs:simpleType>
</xs:element>

<xs:element name="RATIONALE">
<xs:simpleTypes>
<xs:restriction base="xs:string">
<xs:minLength value="1"/>
<xs:maxLength value="4000"/>
</xs:restrictions>
</xs:simpleType>
</xs:element>

<xs:element name="REMEDIATION">
<xs:simpleTypes>
<xs:restriction base="xs:string"s>
<xs:minLength value="0"/>
<xs:maxLength value="4000"/>
</xs:restriction>
</xs:simpleType>
</xs:element>

<xXs:element name="DATAPOINT" >

<xs:complexType>
<Xs:sequence>
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<xs:element ref="CARDINALITY" minOccurs="0" maxOccurs="1" />
<xs:element ref="OPERATOR" minOccurs="0" maxOccurs="1" />
<xs:element ref="DEFAULT VALUES" maxOccurs="1" />
</Xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="USE SCAN VALUE" default="0">
<xs:simpleTypes>
<xs:restriction base="xs:integer">
<xXs:enumeration value="0" />
<xXs:enumeration value="1" />
</xs:restriction>
</xs:simpleType>
</xs:element>

<xs:element name="CARDINALITY">
<xs:simpleTypes>
<xs:restriction base="xs:string"s>
<xs:enumeration value="match any" />
<Xs:enumeration value="match all" />
<xXs:enumeration value="match none" />
<xs:enumeration value="empty" />
<xXs:enumeration value="not empty" />
<xs:enumeration value="contains" />
<xXs:enumeration value="does not contain" />
<Xs:enumeration value="matches" />
<xXs:enumeration value="is contained in" />
<xXxs:enumeration value="intersect" />
<xs:enumeration value="no cd" />
</xs:restriction>
</xs:simpleType>
</xs:element>

<xs:element name="OPERATOR">
<xs:simpleTypes>
<xs:restriction base="xs:string">
<xXs:enumeration value="ge" />
<xs:enumeration value="gt" />
<xs:enumeration value="le" />
<xs:enumeration value="1lt" />
<xs:enumeration value="ne" />
<xs:enumeration value="eq" />
<xs:enumeration value="in" />
<xs:enumeration value="range" />
<xs:enumeration value="re" />
<xs:enumeration value="xre" />
<xXs:enumeration value="xeq" />
<xs:enumeration value="no op" />
</xs:restriction>
</Xs:simpleType>
</xs:element>

<xs:element name="DEFAULT VALUES">
<xs:complexType>
<xs:sequences>
<xs:element ref="DEFAULT VALUE" maxOccurs="unbounded" />
</Xs:sequence>
<xs:attribute name="total" use="required" type="xs:integer" />
</xs:complexType>
</xs:element>
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<xs:element name="DEFAULT VALUE">
<xs:simpleTypes>
<xs:restriction base="xs:string">
<xs:minLength value="0"/>
<xs:maxLength value="4000"/>
</xs:restriction>
</xs:simpleType>
</xs:element>

<xs:element name="DB QUERY">
<xs:simpleType>
<xs:restriction base="xs:string"s>
<xs:minLength value="0"/>
<xs:maxLength value="32000"/>
</xs:restrictions>
</xs:simpleType>
</xs:element>

<xs:element name="REFERENCE_ LIST">
<xs:complexType>
<Xs:sequence>
<xs:element ref="REFERENCE" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="REFERENCE">
<xs:complexType>
<XS:sequence>
<xs:element ref="REF DESCRIPTION" minOccurs="0" maxOccurs="1" />
<xs:element ref="URL" minOccurs="0" maxOccurs="1" />
</Xs:sequence>
</Xs:complexType>
</xs:element>

<xs:element name="REF DESCRIPTION">
<xs:simpleType>
<xs:restriction base="xs:string"s>
<xs:minLength value="0"/>
<xs:maxLength value="2000"/>
</xs:restriction>
</xs:simpleType>
</xs:element>

<xs:element name="URL">
<xs:simpleType>
<xs:restriction base="xs:string">
<xg:minLength value="0"/>
<xs:maxLength value="500"/>
</xs:restrictions>
</Xs:simpleType>
</xs:element>

<xs:simpleType name="yesOrNo">
<xs:restriction base="xs:token"s>
<xs:enumeration value="Yes"/>
<Xs:enumeration value="No"/>
</xs:restriction>
</xs:simpleType>

</xs:schema>
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